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Toward
“the Native Internet”
From
Internet over Telephone Infrastructure

% No more Dialup,
¥ Hello Always Connected
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(1) “End-to-end principle” = B9 TN |

(2) “IP over everything” = ILADEDLF>HB» I 5
(3) “Connectivity is a Disaster with Security”

(4) “We believe in running code”
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(1) Native Internet
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I I Initiative for IP¥& based Internet
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IPv6 deployment in NGN (%)
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IPv6 Single Stack Architecture

IPv4/v6 dual stack P

IPv6 single stack
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IPv6SS Benefits
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@ Free from restrictions caused by

IPv4 private address shortage

+ Realize extensible PDN design and
reduce the humber of PDNs

@ Unified PDN design

» Enable unified operational automation and
escape from TOILs in network operation

IPvbH5S Connections
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connectivity
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The Foundation for Connected Things

Y matter

|IPv6
Single Stack

https://csa-iot.org/wp-content/uploads/2022/03/Matter Security and Privacy WP March-2022.pdf



https://csa-iot.org/wp-content/uploads/2022/03/Matter_Security_and_Privacy_WP_March-2022.pdf

C

@ {global} IPv4 address is very expensive!!

@ Disabling IPv6 is impossible and ignoring IPvé
increases cyber risks.

@ Dual-Stack requires 4 times larger security measures.

@ Zero-trust shall be accelerated.
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| .IPv6 Single Stack
2.Not only IT/ICT, but also OT

3.Zero-Trust Cyber Security

4.From IoT to IoF(Internet of Function)

€ Function, including Al module, is anywhere
on the earth and in the planets

5.New infrastructure by Digital x Energy



Toward Un-Wired’ internet
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— —~—~ @ >
ﬂee from anchored to physical space,

o i.e., loT (Internet of Things) to
— loF (Internet of Functions)

G- Wire
Toward ) n-Wired’ internet

Not only IT/ICT,
But also OT
s~ A
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Cyber Security for loT devices / OT systems

& Labeling for loT devices

« EU(CRA; Cyber Resilience Act), US(NIST IR 8425), UK(PSTI Act 2022),
SG(CLS)

- ETSI EN 303 645, IEC 62443-4-1/4-2 .
» Japan: working-in-progress (4 layer labeling) P8 BEAEXE

& Guidelines for vendors and OT systems on supply/demand chain
(*) Different terminologies-+--- .among OT and IT/ICT
« SEMI E.187/E.188 for semiconductor industry
« Activity for OT systems with Japanese governments:
Buildings, factories, energy systems, and space industries

Ouranos
Ecosystem




De-Silo-ing
with Zero-Trust
& Big-Data/Al




“Unbundling”
1. Data from Things in Pipes

Big Hurdle for
Big Data with Al

Vested .
St P Data Centric Platform
ove-Pipe

(closed & proprietary)
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1. Thinking globally, implementing local measures

[=] 5

Instead of restriction or enforcement , supporting the improvement activities

Respecting “practice principle”, than “fundamentalism”
“Overprotection” causes rather the increase of risk

2
3
4
5. Instead of “to be enforced by someone™ , aiming “want to do”
6. Security measures 1s the investment to quality improvement {and for future}
7. Sharing of experience and knowledge of everyone

8

Protecting and supporting the person, who experiences cyber security
incident, as a “victim” rather than “bad guy”

9. Preservation of “anonymity” and protection of “privacy”

10. Firstly self-help, next mutual assistance, finally public assistance

https://igcj.jp/meetings/concept—for—security—en.pdf 25



https://igcj.jp/meetings/concept-for-security-en.pdf

Energy x Digital
forEP with RE

1. AS IS : Digital Twin with OS
2. TO BE
a. Global loF(internet of Functions)
including Computation
b. EV as new component



Transfer cost ... ...
= Energy Productivity--:

Material >> Electricity >> Digital bits

(Power) (digital Function)

x0000 x00 - 1
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