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Aims of this panel

UTargets

O|Pv6 home networks
O|Pv6 appliances

UPoints of view
OProgress since last year

OPotential
OScenarios

OCommunications on a home network

OCommunications between the Internet and a home
network
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Network Model
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Protocol

Converter
Home Intermediate
Network Node
mo
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OEvery device as IP node

Olntermediate nodes do NOT interfere End-to-end
communications
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Why IPv6

OCommunications between the Internet and a
home network

OlPv6 is more useful than IPv4 when we control
home appliances from the outside

IPva >
Home Intermediate
Network Node
1pve <—— >

OCommunications on a home network
ONetworking gives great advantages

OConnecting by IP is cost-effective in the long run

OConsidering communications with the Internet, IPv6
Is the solution




YU

OBUWHDADFK

OBBEARBLNE S ADFICT U H X & TIFZ.
FHEDEEE TV ¥ A~

OFRER Y MU — V7 ND#EfE

O B
OBRIAMNARTTHEDEE LY. £ VX —%kv Mg
HTBLUWBESADT) VA —~HH

OAf VAR —2w NEFKEXRY NT—7 DiEF

Scenarios

OAt grampa’s home

OA mother goes to her papa’s home with her digital
camera

OThen she prints pictures of her boy to his printer
Oj.e. Communications on a home network

OFrom a park

OA mother takes pictures of her boy in a park
OShe prints the pictures to her papa’s printer through
the Internet

Oj.e. Communications between the Internet and a
home network
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Underlying technologies

Service discovery

on a home network -

Home §
Network

Access Technology

-

>

Home Intermediate
Network Node

§ Service discovery on the Internet \/\
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Panelists

OTakuya Oikawa
OMicrosoft Product Development Ltd.
OService discovery technologies on a home network

OTakeshi Yumura
OSANYO Electric Co., Ltd.

OlPv6 Appliances(input)
HAKihiro Nishida
ORICOH Co., Ltd.
OlPv6 Appliances(output)
UToshiyuki Yamasaki
ONTT Communications Corporation
OAccess technologies to the Internet
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Security

OFirewall is legend

OFirewall is not perfect

>Attacks come across firewalls _ _
ONot all End-to-end communications can be

protected by Intermediate nodes

>Hot spot, cellular phone, Internet condominium

LUNew security model is necessary

OProtect by End, too
>Fire cloth (or personal firewall)

OMay protect by intermediate nodes if possible

>Do NOT interfere End-to-end communications
ONecessity of "easy-to-use" key-exchange systems

ONecessity of access control technologies
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UPeer-to-peer

OEnd-to-end ZHW3%

Please don’t use

URendezvous
OUse: Apple’'s Rendezvous

OUse: Service discovery
OUse: Node discovery

LHome gateway

OUse: Protocol converter
OUse: Firewall
OUse: Router

LUPeer-to-peer
OUse: End-to-end




