AT T commnictions NTT/VERIO

e P A P TU G SR T o o,
SRR T o Gl e il

- Plug and Play Security -
Secured Terminal for Dummies
- On the Redlization of Plug and Play Security -

NTT
SFC
WIDE
miyakawa@{ nttve, wide.ad} .jp

rrrrrrr



Carrcmmiion NTT/VERIO

|Pv6

B T Lo i St ,E.".f
° |Pv4
— IPv4
« 2020 IANA
e 2025 RIR
« 2030
e 2015
L J
— Peer2Peer
* IN-COMING CALL
- Plug and Play Auto-configuration)
— IPSEC



P2P

. g L e ‘I:]'"
AP SRR

IIIIII



Corrrmmiion NTT/VERIO

T A R S N
e R A

— 2000 3000 ( )
- /7000 ( )
- 5000

. Windows Update

« ADSL

— Non Technical People



NI T Commnications NTT/VERIO

. e LT R

ﬂﬂﬂﬂﬂﬂ



AT T Commnications NTT/VERIO

i

P2P

B g '*‘.*-;'E.'_j';’
= ﬁ_ "El' = ;."h'.' e b F
SRR NV R g el YAl r"_:,

— IDENTIFY
— IN-COMING CALL



NI T Commnications NTT/VERIO

- , o e WY

[ ]
— 1D
. |C-CARD
[

— Non Technical People

uuuuuu



CWTT Communications NTT/VERIO

T re d5 --.- r-i-. "'ﬂl_l"
I 'l-'L—r'ﬁI:1 _l:.:!?”-f__#:';'jﬁ_rp‘-"'-‘.-'{;'ﬁ
EESRE N by A T - e D ':.-'.ﬁ.l:".:l!- ':.!":“Tr-fy_-:iutuﬁ.l;:f:;'




Corrrmmiion NTT/VERIO

L Y, T OF e L

-

— DNS )

llllll



CNTT Communications NTT/VERIO

3rd Trusted Party I\/Iodel

!

WIDE 1

uuuuuu



Carrcmmiion NTT/VERIO

ez D RN 7.!?#??:51}‘.;_ il 'F'E‘u fvjﬂ;—‘_’#;‘f

e 3dtrusted party

WIDE 1

uuuuuu



AT T Commnications NTT/VERIO

i

e 3dtrusted party

WIDE 2

uuuuuu



Carrcmmiion NTT/VERIO

— 3rd trusted party

WIDE 1

uuuuuu



AT T commnictions NTT/VERIO

3rd trusted party
e
* PKI
- PGP PK |

« DNS ROOT SERVER

— Alternate Root Server

WIDE u

rrrrrrr



AT Commnictons NTT/VERIO
3rd trusted server

g WO
T 'El'-h | -I_:';':'ﬂ:ﬂ ."- -.:’
e N R T

WIDE s



NI T Commnications NTT/VERIO

3'd trusted party

S gt i R

WIDE »

ﬂﬂﬂﬂﬂﬂ



AT T Commnications NTT/VERIO
" Grand- maln the country

WIDE 1



Carrcmmiion NTT/VERIO

An approach

_:r.,r- H‘_,;,gil

WIDE

=
v}
Q
S
—
Q
o
3
3
-
3.
Q
=
o
-
7
S
53,

%;/1/1\< > =

Configuration-less Configuration-less

%«-9» L

Protected by |Psec after awhile
(Authentication-less, and vulnerable to man-i n-the-middle at this phase)

N

3 (option). =S|
Each device has Loy [ ‘;__\ Trusted Server
unique ID and v i m\
shares symmetry €= _proved to be man-in-the-middie free
key with the a e, L@aﬂ Authenticated
trusted server == =22 -Authorized
-Logged

18



AT T Communications NTT/VERIO

Plug and pI ay | Psec Archltecture (PIA)

e S e
e |PV6b
* FreeBSD
— Network + Interop ITU Telecom World 2003

WIDE 1

lllllll



g A W T

WIDE 2

IIIIII



