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IPVv6 Measurement

e Uses scripted online advertisement
— Over 12M measurements/day!!

 The ad-script fetches three URLs
— IPv6 only URL, Dual-stack URL, IPv4 only URL

If the device can fetch:
— IPv6 URLs (native/dual-stack) over IPv6, deemed IPv6 capable

— dual-stack URL over IPv6, deemed to prefer IPv6
RFC8305 (Happy Eyeballs) bias?
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プレゼンター
プレゼンテーションのノート
Happy Eyeballs:

DNS side:
A/AAAA queries fired at the same time
If A comes first, wait 50ms for AAAA response

TCP side:
v6 session starts first (if there is AAAA response), 
If handshake not complete within 250ms, v4 session is fired off


IPv6 end user Readiness

Toom: Th id B&d W m 3m Bm Iy max W IPvE Capable - 34.07 @ |Pvh Preference @ 33,34 | 10:00 Hovember 13, 2019
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プレゼンター
プレゼンテーションのノート
13 Nov 2019: 24.07
14 Nov 2015: 5.22

https://stats.labs.apnic.net/ipv6/

'S
IPv6 Table - World

IPV6 capable (%) IPV6 capable (%) IPV6 capable (%)

India 63.79 Finland 32.93 Estonia 24.94
Belgium 57.74 Portugal 32.28 New Zealand 23.37
United States 56.74 Uruguay 32.10 Australia 23.27
Taiwan 45.29 United Kingdom 31.82 irinidad & 59 45
Malaysia 45.07 Brazil 31.45 obago

Greece 4417 Mexico 30.87 Netherlands 21.22
Germany 40.96 Norway 29.64 Ireland 20.62
France 38.21 Thailand 28.74 Peru 19.83
Vietnam 38.14 Canada 26.10 South Korea 16.09
Luxembourg 36.45 Sri Lanka 25.36 Romania 15.82
Japan 35.52 Hungary 25.20 China 15.32
Switzerland 33.89 UAE 24 .95 Ecuador 15.29

https://stats.labs.apnic.net/ipv6/ (15 Nov 2019)
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プレゼンター
プレゼンテーションのノート
Measured on 15 Nov 2019: looking at those over 15%
In 2013 0 economies over 15%, only 10 had something going… now 35 economies

2013
Switzerland - 10.89
Romania - 8.55
Luxembourg - 7.27
France - 5.55
Belgium - 4.67
Japan - 4.59
Germany - 3.69
Peru - 3.35
United States - 3.18
Singapore - 1.94




https://stats.labs.apnic.net/ipv6/

IPv6 In Action - Google

We are continuously measuring the availability of IPv6 connectivity among Google users. The graph shows the percentage of users that access Google over |IPvG.

IPv6 Adoption

Mative: 24.42% Gtod/Teredo: 0.00% | Nov 12, 2019
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https://www.google.com/intl/en/ipv6/statistics.html
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https://www.google.com/intl/en/ipv6/statistics.html

IPv6 In Action - Facebook

Overview Adoption By Country Tatal IPvE Adoption

IPVE ADOPTION Export All %

- Adoption - Weekly Growth - Monthly Growth
30%

22.5%
15%

T.5%

Sept 2017 Mov 2017 Faib 2018 May 2018 Aug 2018 Maov 2018 Feb 2019 May 2019 Aug 2019 Maov 2019
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プレゼンター
プレゼンテーションのノート
13 Nov: 25.18%

https://www.facebook.com/ipv6/

What about Asia-Pacific?

India 63.81
Taiwan 45.23
Malaysia 45.11
Vietnam 38.20
Japan 35.54
Thailand 28.75
Sri Lanka 25.23
New Zealand 23.38
Australia 23.29
South Korea 16.08
Singapore 13.51
Myanmar 8.78

Bhutan 7.57
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プレゼンター
プレゼンテーションのノート
In all these bold economies, it was driven by one major network, which was quickly followed by other networks
For Ex:
IN – driven mostly by Jio (>93%), followed by others (Bharti/Vodafone/Idea)
TW - Mostly driven by Emome: went from nothing about a year ago to 84% (And Taiwan Mobile: went to 50%)
MY – mostly by Telekom Malaysia
VN – mostly driven by VNPT (Viettel and others followed)
TH – driven by AIS (82%), Triple T and others followed
LK – mostly driven by Dialog (43%) and Sri Lanka Telecom and others followed
BT- mostly driven by Bhutan Telecom



Something Interesting - BT

Zoom: 1h 1d Sd w im 3m 6m 1y max @ |Pv6 Capable : 5.25 @ IPv6 Preference : 4.9 | 10:00 December 08, 2018
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プレゼンター
プレゼンテーションのノート
Dec 2018: 4.90%
Sept 2018: 12%
Driven mostly by BT’s deployment in mobile network

Sharp drop observed from Nov 2018 onwards!!


Google’s view - BT

Per-Country IPv6 adoption

Bhutan
IPv6 Adoption: 4.97% W’
Latency / impact: Oms / 0.03%

https://www.google.com/intl/en/ipv6/statistics.html#tab=per-country-ipv6-adoption
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https://www.google.com/intl/en/ipv6/statistics.html#tab=per-country-ipv6-adoption

After the fix - BT

Zoom: 1h 1d 5d T m 3m &m Ty max @ IPvt Capable : 16.08 @ IPvé Preference : 15.98 | 10:00 February 12, 2019

IPv6 capable = 16.08%
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プレゼンター
プレゼンテーションのノート
Since BT could not afford VoLTE, calls and SMS fallback to 3G
IPv6 profiles were removed from all 3G connections


Ericsson’s Certificate bug in Dec 2018, which caused many networks to roll back to an older version of the core network SW
during the rollback, IPv6 profiles were removed from all 3G connections





Coincidence - LK?

foom: 1h 1d 5d w m 3am &m Ty maKx @ |Pvis Capable : 17.1 @ IPvb Preference : 16.76 | 10:00 February 12, 2019

- Drop at around the same period (Nov 2018)

- Deployed VOLTE i1n Dec 2018

January 2018 March 2018 May 2018 Jduly 2018 Septembear 2018 Movembear 2018 January 2019
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プレゼンター
プレゼンテーションのノート
Ericsson’s Certificate bug in Dec 2018, which caused many networks to roll back to an older version of the core network SW
during the rollback, IPv6 profiles were removed from all 3G connections
But Dialog deployed VoLTE in Dec 2018, and then their IPv6 capability started increasing again




IPv6 - Who Is In control?

 The true driver for IPv6 adoption - Mobile Internet!

e However, born and raised on NAT!
— Still heavily based on CG-NAT

APNIC




IPVO In Action: Mobile Networks

Verizon Wireless
T-Mobile

Telekom Malaysia
SK Telecom
Telstra

Relrance Jio
Dialog Axiata
AlS

Bhutan Telecom
Chungwa Telecom

APNIC

USA

USA
Malaysia
Korea
Australia
India

Sri Lanka
Thair land
Bhutan
Tartwan

Dual-stack

464XLAT
Dual-stack

464XLAT

A464XLAT
Dual-stack
Dual-stack
Dual-stack
Dual-stack
Dual-stack

(2011)
(2012)
(2013)
(2014)
(2016)
(2016)
(2016)
(2017)
(2018)
(2018)



プレゼンター
プレゼンテーションのノート
Dual stack the trend lately with most implementations!
But why dual-stack?
CG-NAT offload?



Dual-stack preference?

b

Our migration strategy was to D|a|ﬂg
_ allow existing users to make

TN graceful switch to IPv6...

@ Users did not experience any
Issues, as they could still

access the Internet via IPv4..

HiNet

To help customers
migrate from IPv4
to IPV6 in a
seamless manner...

/
You need to consider
redundancy/fallback, and
ease of network
maintenance....
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プレゼンター
プレゼンテーションのノート
Seamless migration and transparency to end users, and
Resiliency/fallback (mature IPv4)
Happy Eyeballs!
CG-NAT offload?


It makes sense:
Turning off IPv4 is straight forward when every content is on  IPv6 
But dual-stack is NOT the end goal!






IPv6 - Mobile Devices

e 464 XLAT: e DHCPVG:
— Android (4.3 - Jelly Bean) — Windows
— Windows Phone (8.1+) —ioSs
. |Py6—on|y: e Dual-stack:
- 10s B — Kaios
. Z‘Tgﬁg'ct)i?ng)(wpported on WiFi for - Jio/Nokia 8110 feature handsets
e since June 2016, apps in App Store — 10S

must support IPv6
https://developer.apple.com/suppo

re/ipve/

» reports for dual-stack since 11.3
(through carrier update)
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プレゼンター
プレゼンテーションのノート
https://dan.drown.org/android/clat/
KaiOS:
Based on Firefox OS (https://www.kaiostech.com/who-we-are/)
Poor man’s OS (feature handsets redefined)



https://developer.apple.com/support/ipv6/

IPv6 Performance - Analysis
« We look at TCP (3-way) handshake

— A received SYN with no subsequent ACK is interpreted as a
failed connection attempt

— The time between the receipt of the SYN and the subsequent
ACK at the server is interpreted as the RTT (not implicit RTT)

SYN

SYN-ACK
< T~ |IRTT

\\A_CK/

Client Server

APNIC



プレゼンター
プレゼンテーションのノート
Implicit RTT measurements can be noisy, with factors such as delayed ACKs in the TCP protocol, and client-side issues such as internal job scheduling both in the host operating system and with the browser itself, and similar issues on the server-side
To factor out all these noise, since TCP handshakes are performed within the operating system as a kernel function it is less prone to imposed jitter from the external factors


IPv6 Performance

* Is IPVv6 as reliable (robust) as IPv4?

— Do all TCP connection attempts succeed?
e Failure —~ no ACK for a received SYN

Average V6 Connection Failure Rate for World (XA)

 Global IPv6 failure rate —rrTe T
1.4% ®

— End point filters/firewalls?
* Not allowing inbound IPv6 or

« ICMPv6 (PTB) filtered? PMTUD JWWWJL’A }ﬁ

failure?

— End points on unreachable IPv6 "™ -
address?

APNIC


プレゼンター
プレゼンテーションのノート
Better than what it used to be (average of 4% in 2017)
End point filters not allowing inbound IPv6 or dropping ICMPv6 PTB packets – PMTUD failure
Tunneled end points (IPv4 has smaller MTU of 64 bytes than IPv6 1280 bytes)


IPv6 Performance

 Is IPv6 as fast as IPv4?
— Comparison of RTT
e time since SYN and subsequent ACK
A iy iyl « |IPV6 appears faster

— Africa, Europe, and the
Americas

— CG-NAT/NAT boxes?

g * |IPv4 seems faster
— Asia & Oceania

— Different routing paths for IPv4
and IPv6?

— 0 4 https://stats.labs.apnic.net/véperf

APNIC



プレゼンター
プレゼンテーションのノート
very important to have the same BGP sessions and policies for both IPv4 and IPv6 (don’t prefer one over the other)

IPv6 faster:
South America – IPv4 is faster by 12ms
Most of EU (6ms) and Central/North America (12ms) IPv6 is faster

IPv4 faster:
South Asia – IPv6 is faster by 11ms
Eastern Asia – IPv4 is faster (CN, HK, KR) as high as 40ms in CN

https://stats.labs.apnic.net/v6perf

B
IPv6 Performance & Routing Path

e IPv4 Path —>

—3s |IPv6 Path ———

IPv4 RTT — 325m:s
IPv6 RTT — 213m:s

https://labs.apnic.net/?p=850

APNIC /::/(6::9#:/:5



プレゼンター
プレゼンテーションのノート
- And this is happening for most networks

https://labs.apnic.net/?p=850

Closer to home — Routing Path

:45:39 2012 tashi-Z2.local (::) Fri Nov 22 17:45:39 2019
estart statistics Order of fields uit Etfej_u-s_: Help Display mode Restart statistics Order of fields quit
Packets Pings Packets Pings
Host Loss¥ Snt Last Avg Best Wrst StDev Host Loss% Snt Last Avg Best Wrst StDev
1. 192.168.0.1 72.2% 19 2.0 16 1.4 2.0 0.0 1. guest.nic.ad.jp 56.2% 17 1.4 15 11 2.1 0.0
2. niccrswa- vlun66 nic.ad. jp b1 19 2 s 6.1 1.4 2. 2001:dc2:1000:4fff: 68 . 8% 17 2.8 2.9 4.6 0.7
3. . 1 ) 18 @.7 3. 2001:dc2:1000:4001: :1 64.7% 17 v A 16.2 5.0
4, 1P 18 14.2 4. dix-ied.nic.ad. jp ! 17 3.4 3.2 3.4 0.0
5. 18 @.0 5. 2001:dc2:1000: 17 3.2 4.8 14.8 4.4
5} 18 0.0 6. g1gab1tethemet2—&cor'el.tyol.heAnet 17 3.2 4.1 3.8 6.7 1.6
18 A 7. 10@gel@-2.corel.hkgl.he.net 17 52.1 53.6 51.3 59.1 3.7
8. 18 @.2 8. vocus. omahlrc thernet4-9.corel.hkgl.he 7 53.0 53.2 53.8 53.4 @.9
). Te-0-1-8-2-1.co sydo4 .VOCUS. net X 18 T2 9. Te-0-2-0-2-8.cor@l.sydll.nsw.VOCUS.net & 17 182.4 182.4 182.0 182.7 0.0
BE-1. cor@l Sydll Nnsw. V(}CUS net au 52.9% 18 g.@ 10. "E--l,cr_a."@ﬁ.f:‘yf.'?i--’r.r15v.,V[J(.U.‘a.r‘.E:i’.au 7 182.4 182.4 181.9 182.6 0.9
1. 777 11. 777
12, 777 12, 777
. 117 13. cor@l.bne@3.qld.vocus.net.au 17 182.2 182.8 181.9 186.1 1.3
1. ten-1-2- @ bdr@l bned3. qld VOCUS.net.au 58. 8% ! " 7 0.0 14, 24092:7800:10:2::151 16 18Z2.4 194.8 182.9 204.7 11.9
a 1 1.bne®3.qgld.vocus.net ¢ @.@ 15. 2402:7800:10:2::152 16 204.3 204.4 203.9 204.9 0.0
b 0.0 16. 2001:df2:ee@@:1::2 16 182.3 182.5 182.0 183.0 0.0
7. wiki.apnictraining.net 0.01 17. wiki.apnictraining.net 60 . % 16 181.8 192.6 181.6 244.8 25.6




Where are we now?

e Global IPv6 end-user readiness — 249%

 IPVv6 deployments on the rise (across diverse
economy profiles)

— 63% of network operators in Asia-Pacific have IPv6
resources

 Observed trend of dual-stack in recent deployments

"IPv6 has emerged from the “Innovators’ and “Early Adoption’ stages

of deployment, and i1s now in the “Early Majority phase”

- ISOC State of IPv6 Deployment (2018)
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プレゼンター
プレゼンテーションのノート
Three key stages of growth observed:
Key market players taking lead on IPv6 had significant initial impact on economy wide readiness (AU, BT, IN..)
Initial roll-out followed by spread to other ISPs/operators (IN, LK, VN, TH)
As IPv6 market matures (content and vendor support esp for CPEs) and IPv4 price hits record high, service providers (who want to grow, to expand) begin showing IPv6 usage


How do we help?

 Track, measure, report
— End-user readiness,
— Performance analysis

Deploy IPv6

What is
IPve?

Get IPvé

. o IPvé
« Operational trainings ‘
: : e, theregin
— Direct country assistance (Gov)
Deploying IPvé can be a challenge but many organizations around the world have made the transition successfully.
_ Stan dal O n e WO rkS h O pS Here's some of the elements you'll need to consider for your organization’s deployment of IPvé.
N O G S 10-StepPlan  Transition Technoloy gles SuccessStorles  Hel Ipful Resoure, es  Tralnin 9

- L

https://www.apnic.net/community/ipv6

e Technical Assistance
— Remote or F2F

APNIC


プレゼンター
プレゼンテーションのノート
- Collating and sharing experiences and best practices


https://www.apnic.net/community/ipv6
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